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1
Decision/action requested

Approve the update to Solution #6 – Detecting and handling signalling overload due to Malicious Applications on the UE
2
References

N/A
3
Rationale

This contribution provides an update of Solution #6 Detecting and handling signalling overload due to Malicious Applications on the UE. The update resolves the remaining editor’s notes and provides an evaluation of the solution. In particular:

-
Added statement on the limitation of the applicability of the solution: not every malicious UE can be controlled.

-
Aligned network side of the solution with existing 3GPP specifications.
-
Added note on need to limit the amount of back-off time allowed by the network, in order to prevent ‘reverse’ DoS attack.

-
Provided an evaluation.
4
Detailed proposal

*** Beginning of Change 1 ***
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6.6
Solution #6: Detecting and handling signalling overload due to Malicious Applications on the UE

6.6.1
Introduction

This solution addresses Key Issue #4: Signalling overload due to Malicious Applications on the UE.
A large number of UEs performing similar actions at the same time can easily lead to a signalling attack on the network. If such an attack persists and isn’t dealt with appropriately it brings a risk for other users of the network. As such, mitigating measures should be designed to protect the networks against such attacks.

For this solution, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the Application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. Such procedures could lead to exhaustion of resources in both the radio and the core network, which would lead to denial of service or service degradation for other users of the network.

An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions remains untouched. Also, it is assumed that the USIM is not compromised. Hence, the solution has limited applicability: not every malicious UE can be controlled.
6.6.2
Solution details

6.6.2.1
Architecture

This solution consists of a network data analytics function and logic in the network and a security function and logic in the UE.

The network side of the solution is based on the 3GPP network data analytics function NWDAF as specified in TS 23.288 [12], and in particular on the functionality to collect data and to report on abnormal UE behaviour as specified in TS 23.288 [12], clause 6.7.5.

The NFs can receive information about abnormal UE behaviour is two ways according to the principles of network data analytics: 
a) the NF can subscribe to analytics data and receive a notification containing this data, or 
b) the NF can request analytics data and receive it in the response. 
So, whenever the NF is under high load, the NF can contact the NWDAF for analytics data. The request may include a list of UEs, such that the NWDAF can provide the corresponding analytics data for this list of UEs. The information flow between the NF and the NWDAF can take one of two forms depending on the mode of operation a), or b) above. 
For case a) the messages exchanged between NF and NWDAF are:
-
Nnwdaf_AnalyticsSubscription_Subscribe;

-
Nnwdaf_AnalyticsSubscription_Notify.
For case b) the messages exchanged between NF and NWDAF are:

-
Nnwdaf_AnalyticsInfo_Request;

-
Nnwdaf_AnalyticsInfo_Response.

After reception of the analytics data on abnormal UE behaviour, the NF can decide on the appropriate action.


The UE side of the solution assumes a security function (UESF) and logic in the UE that is protected against malware that may have infected Applications on the UE. The security function can interact with the network and receive security instructions from the network.

The architecture of the UE is as depicted in Figure 6.6.2.1-1. As described in TS 23.002 [15] it is composed of a Mobile Equipment (ME) domain and a UICC domain, where the ME Domain is subdivided in one or more Terminal Equipment (TE) and Mobile Termination (MT) components. For the purpose of this solution, the TE is the part of the UE containing the user applications that are susceptible to infection by malware. The MT is the part of the UE that is protected against infection by malware. In this solution the MT itself is comprised of a UE security function (UESF) which is capable of controlling the communication between the TE and the MT and thereby limiting the impact on the network of misbehaving user applications in the TE.
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Figure 6.6.2.1-1: User device architecture showing the proposed UE security function inside the UE

The UESF is assumed to be provided with specific security instructions via the method described in clause 6.6.2.2 in case the network detects that the user device is misbehaving. Examples of security instructions are:

· The user device is not allowed to download from a certain IP address, or from a certain set of IP addresses;

· The user device is not allowed to contact the network for the next x minutes;
NOTE: 
The network is assumed to have a maximum time duration (e.g. 60 minutes) that the user device is not allowed to contact the network. Hence it does not instruct the user device to not contact the network for more than this maximum time duration.

· The user device will be limited to y MB/s for the next z minutes.

Some security instructions can resemble existing functionality in 3GPP, e.g. UE policies or back-off timer functionality, but this solution proposes to use the same uniform approach for providing these instructions with the intention that they are handled by the same UE security function.


6.6.2.2
Procedures

The procedure here is described for the AMF but can easily be changed for another NF. 

In this case, the AMF has requested analytics data on a (set of) UEs. The analytics data states that a particular UE has been generating a signalling overload (e.g. as part of DDOS attack), and that this UE should be provided with security instructions (e.g. to lower the signalling load or stop signalling for a certain period. The UE is provided with security instructions using the mechanism of the UE Configuration Update procedure specified TS 23.502 [14]. The flow can look as follows:
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Figure 6.6.2.2-1: Signalling overload handling using UE Configuration Update procedure

1.
The AMF requests analytics data from the NWDAF.

2.
The NWDAF responds to the AMF with analytics data, reporting that a particular UE is acting abnormally.

3.
The AMF decides that the reported UE needs to be provided with security instruction (e.g. to lower its signalling load or to back-off during a certain period). 

4.
The AMF sends security instructions to the MT using the UE Configuration Update-Command.

5.
The MT sends the received security instructions to the UESF.

6.
The UESF processes the received security instructions.

7.
Optionally the UESF provides an acknowledgement of the received security instruction to the MT.

8.
Optionally the MT sends a UE Configuration Update Complete message to the AMF indicating the result of the processing of the security instructions.
NOTE: 
As an alternative information flow the AMF can also subscribe to analytics data and get notified by the NWDAF. This would alter steps 1 and 2 above, but this does not change the remainder of procedure as expressed in steps 3 to 8.
6.6.3
Evaluation

Benefit of this solution is that it provides a uniform way to provide a UE with security instructions based on an existing method for providing information to the UE.

Benefit of this solution is that is allows dedicated security functionality to be embedded in the MT part of the user device. It also allows for extensibility of the set of security instructions that can be provided.

Drawback of this solution is that it requires UEs to be enhanced with new security functionality which is tamper-proof, and it requires the addition of security instructions to the UE Configuration Update procedure. The solution does not apply to UEs without this additional functionality and without the updated procedure.

*** End of Change 2 ***
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